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SUBJECT: Privacy Onrbudsman/ Personal Information Collection & Disclosure/Actions

DEPARTMENT AMENDMENTS ACCEPTED. Amendments reflect suggestions of previous analysis of hill as
introduced/amended

AMENDMENTS IMPACT REVENUE. A new revenue estimate is provided.

AMENDMENTSDID NOT RESOLVE THE DEPARTMENT’S CONCERNS stated in the previous analysis of hill as
X amended ___ July 8, 1999

X FURTHER AMENDMENTS NECESSARY .

DEPARTMENT POSITION CHANGED TO
X REMAINDER OF PREVIOUS ANALYSISOF BILL ASAMENDED July 8, 1999, STILL APPLIES.
X OTHER - See comments below.

SUMVARY OF BILL

This bill would provide a cause of action for the unlawful disclosure of any
personal information gathered by a conmmercial or governmental purpose which that
entity subsequently releases to a third party without the express perm ssion of
the person to whomthe information relates. This bill also would establish a
Privacy Orbudsman who woul d be responsible for ensuring that all commercial and
government al records containing personal information are handl ed appropriately
and that those records are not disclosed in violation of the |aw.

SUMVARY OF AMENDMENT

The August 26, 1999, anendnent deleted the earlier provisions of the bill and
inserted the provisions discussed above. A nore detail ed discussion of the
provi si ons added by the August 26, 1999, anendnents are provided below in
Speci fic Findings.

The August 16, 1999, anendnent made changes to the bill which were elimnated by
t he August 26 anendnents.

The Specific Findings discussed in the departnment’s earlier anal yses no | onger
apply. The inplenmentation considerations provided in the departnment’s analysis
of the bill as anended July 8, 1999, still apply and are provi ded below, in
addition to a new inpl enmentati on consideration.

Except for the discussion above, the departnent’s analysis of SB 129, as anended
July 8, 1999, still applies.
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SPECI FI C FI NDI NGS

Currently, the Information Practices Act of 1977 (1 PA) requires state and | oca
agencies to maintain in their records only that personal information relevant and
necessary to their governnental purposes. The act also specifies that state and
| ocal agencies shall maintain their sources of information; that they shal

mai ntain only relevant, accurate and conplete records; that personal information
only under specific circunstances shall be disclosed; and that the state or | ocal
agency shall maintain records regarding the disclosure of personal information
and to allow individuals access to such information that pertains to them
Finally, the Information Practices Act establishes civil renedies for the
enforcenent of its provisions.

State law (Section 1798.3 of the G vil Code) defines “personal information” as
any information that is maintained by an agency that identifies or describes an

i ndi vidual, including, but not limted to, his or her nanme, social security
nunber, physical description, home address, hone tel ephone nunber, education,
financial matters, and nedical or enploynment history. It also includes

statenents nmade by, or attributed to, the individual

The Revenue and Taxation Code provides that information collected on incone tax
returns is considered confidential and, unless specifically available for other
uses, shall be used only to admnister the inconme tax |aws. The Franchi se Tax
Board (FTB) may disclose information only in limted circunstances and only to
specific agencies as authorized by statute.

The Revenue and Taxation Code authorizes disclosure of confidential taxpayer
information only: in judicial or adm nistrative proceedings in connection with
the taxpayer's civil or crimnal liability, to legislative commttees, to the
Attorney General for specific types of proceedings, to the State Controller for
t he purpose of locating the owners of unclaimed property, the State Departnent of
Soci al Services and the State Departnent of Health Services for the purpose of
reporting unearned incone, to the Student A d Conm ssion for the purpose of
collection of student |oans, to the Public Enpl oyees' Retirement Systemfor the
pur pose of disbursing uncl aimed benefits, and to the Parent Locator for the

pur pose of |ocating parents for child support collection. |In addition, FTB has
entered into a nunber of reciprocal agreenents with the IRS and ot her taxing
authorities that allow the sharing of confidential taxpayer information for

pur poses of enforcing tax conpliance. Unwarranted or unauthorized discl osure of
income tax return information is a m sdeneanor offense.

This bill would provide that there would be a cause of action for the unl awf ul
di scl osure of any personal information gathered by a commerci al or governnent al
entity, which that entity subsequently releases to a third party w thout the
express perm ssion of the person to whomthe information rel ates.

This bill also would establish a Privacy Orbudsman who woul d be responsi ble for
ensuring that all conmercial and governnental records containing personal
informati on are handl ed appropriately and that those records are not disclosed in
viol ation of the |aw.

This bill would provide that the Privacy Orbudsman woul d be a nonbi ndi ng
arbitrator for persons engaged in disputes regarding the unlawful disclosure of
personal information by commercial or governnental entities. The Privacy
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Onbudsman coul d reconmend corrections or changes in conmercial or governmenta
records, pursuant to an administrative proceedings to reviewthe facts of the
case. The administrative review wuld be conmpleted within 60 days of receipt of
a conpl aint regardi ng the unl awful use of personal information

A commercial or governmental record holder found in the adm nistrative proceedi ng
to have unlawfully rel eased personal information could seek judicial redress
agai nst the nonbi ndi ng deci si on of the Privacy Orbudsman.

This bill contenplates but has not provided definitions for the terns “personal
or governnental purpose,” “person,” and “personal information.”

| npl enent ati on Consi derati ons

Currently, the IPA requires state and | ocal agencies to maintain in their
records only that personal information relevant and necessary to their

gover nment al purposes. The Act also specifies that state and | ocal agencies
shall maintain their sources of information; that they shall maintain only
rel evant, accurate and conplete records; that personal information only
under specific circunstances shall be disclosed; and that the state or |ocal
agency shall maintain records regarding the disclosure of personal
informati on and shall allow individuals access to information that pertains
to them Finally, the |IPA establishes civil renedies for the enforcenment of
its provisions.

In addition, the Revenue and Taxati on Code provides that information
collected on incone tax returns is considered confidential and, unless
specifically available for other uses, shall be used only to adm nister the
incone tax laws. The Franchi se Tax Board (FTB) may discl ose information
only in limted circunstances and only to specific agencies as authorized by
statute.

As a result of the Information Practices Act of 1977 and the Revenue and
Taxation Code requirenents, an individual whose personal information is
unl awful Il y di scl osed has the right to take action against the violating
agency.

Definitions for the terns “personal or governmental purpose,” “person,” and
“personal information” are contenplated but have not been provided.

This bill would allow an individual an additional avenue to seek an action
agai nst a commercial or governnmental entity that has unlawful ly disclosed
personal information. Since the |PA already provides simlar renedies for
an individual whose personal information is unlawfully disclosed by a
governmental entity, this bill would not significantly inpact the
department’s prograns and operations.
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Pendi ng.



